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1 KOMIIOHEHTHAS APXUTEKTYPA

OcHoBHO# JanAmadT KOMIOHEHTOB MPECTABIICH HA PUCYHKE HIDKE.

L @ 60 Srorense

~ Touck yA3BuMmocTeit MeHuTOpHHT, NpodunupoBatie C6op noros, ayanT EAuHan TouKa BXoAa PasBepTbiBaHue ———
sonarqube \ ”7 BGrafana (Y proneinecs —H;"Pe"sea“h r ""’a:‘ Hon Hﬁ w0t Q) s

XpaHeHue apTeakToB c6opku XpaHeHue UCXOAHOTO KoAa Llenoyku noctaBku kofja -—— GitOps CHUCTeMHbIe YYETHbI® 3anuch -

“ Ayl GitLab -H Ayl GitLab § orge [ (R FreeipA

MnatdopmMa ynpaBneHnA KOHTeAHepaMu XpaHunuwe

okd @ ceph

aaaaa

Pucynok 1. Jlangmadt komnonentos [1natdopmsl
1.1 Onucanue UCHOJIb3yeMbIX KOMIIOHEHTOB

[TopTan pazpabotunka — eUHBIA UHTEpPENC st pabOThI C TIATHOPMOI.

Mopyns AyauT — MOAYJ b 00€CTICUUBAIONTNI JIOTUPOBAHUE COOBITUH, KOTOPbIE

npoucxoait Ha [lnardopme I'unepuon.

Konretinepnas miardpopma (OKD/OpenShift) — cuctema mast paspaboTku u

BBITTOJIHCHUA HpHHO)KGHHfI, YIIaKOBAHHLIX B KOHTeﬁHCpBI.

Xpanmnmume nanabix  (Ceph  Storage) — ompexpensieMble  MPOTPaMMHBIM

oOecrneyeHueM YHI/I(bI/II_II/IpOBaHHI)Ie peuiCcHuA AJIA XpaHCHUA JaHHbIX.

VYupaenenue goctynom (FreelPA) — ympapieHue I0CTYIOM CYOBEKTOB K

00BbEKTaM Ha OCHOBE CITMCKOB YIpaBJICHUA JOCTYIIOM WJINM MATPHUIIbI JOCTYIIA.

Xpanunume wucxogHoro komxa (GitLab) — wMectro, rae XpaHATcs U

MOACPKUBAIOTCS KaKHe-TM00 TaHHBIE.

Xpanenue apredaktoB coopku (Sonatype Nexus) — miardopma, ¢ MOMOIIBIO
KOTOPO# pa3pabOTUYNKKH MOTYT MMPOKCHPOBATh, XPAHUTH M YIPABIIATH 3aBUCHUMOCTSIMH,

o0Opa3amu, a TaKKe pacipoCTpaHsITh CBOE MPOrpaMMHOE 00ecTieueHue.


https://www.openshift.com/container-platform/

Argo CD — 3T0 nexjapaTUBHBI HMHCTPYMEHT HENPEPHIBHON JTOCTaBKH JIJIs

Kubernetes.

VYnpaBieHHe MOJIb30BaTeIbCKUMHU yUeTHBIMU TaHHbIMU (Keycloak) — komruiekc
MOJIXO/IOB, MPAKTUK, TEXHOJOTMA U CIEUUATBHBIX MPOTPAMMHBIX CPEACTB IS
VIpaBJICHUS YYETHBIMU JIaHHBIMHM T[IOJIb30BaTENIC, CHUCTEMaMU KOHTPOJSI U
yOpaBJICHUSI  JOCTYIIOM, MO3BOJISIOLTU T MOBBICUTD 0€301acHOCTh U
MIPOU3BOJIUTEIIBHOCTh MH()OPMALIMOHHBIX CHUCTEM MPHU OJTHOBPEMEHHOM CHUXKEHHUU
3aTpart, ONTUMU3ALKUKI BPEMEHHU MTPOCTOSI U COKPAIICHUS KOJUYECTBA MOBTOPSIOIINXCS

3a7au4.

Monutopunar (Prometheus) — mpormecc meHTpanM30BaHHOTO cOOpa METPHK
paboTOCTIOCOOHOCTH BCEX KOMIIOHEHTOB CHCTEMBI. Mcronbp3yercs Ajis MOJTydeHHs

KapTHUHBI pa6OTBI KaK CUCTCMEBI B IICJIOM, TaK U OTACJIBHBIX €€ KOMIIOHCHTOB.

Coop noros (Elasticsearch) — nmporecc neHTpain30BaHHOTO cOOpa KypHaAJIOB U

JIOI'OB BCCX KOMIIOHCHTOB CUCTCMBbI AJIA I[aaneﬁmero aHaJIn3a.

WuTerpannonnbie cepBuckl A padotsl ¢ Gitlab, Argo CD, OKD, Sonar — 310
HaboOp CepBUCOB, KOTOpbple obOecrneunBaroT  padorTocnocodbHocTs  [loprana
pazpaboTuMka W OTBEYAIOT 3@  HHTErPalMi0 C  COOTBETCTBYIOUIMMHU

MHDPACTPYKTYPHBIMU KOMIOHEHTAMH.


http://keycloak.jboss.org/

2 YCTAHOBKA JUCTPUBYTHUBA

[lepen ycranoBkoW mguctpubytuBa Ilmatdopmbl HEOOXOAMMO pa3BEPHYTH

CIIEAYIOIINE KOMIIOHEHTHI:
e Keycloak (m. 3.1);
e GitLab (m. 3.2);
e OKD (m. 3.3);
e Sonarqube (m. 3.4);
e Nexus (m. 3.5);
e ArgoCD (m. 3.6);

ITocne Pa3BCPThIBAHKUA  YKA3dHHBLIX  BbBIINIC KOMIIOHCHTOB HGO6XOI[I/IMO

YCTaHOBMTD U3 IPEAOCTABICHHOIO AUCTPHOYTHBA CIICAYIOIINE KOMIIOHCHTHI:
e [lopran pa3paboruuka,
e lurerpannonusie cepBuchl 1t padoTsl ¢ Gitlab, Argo CD, OKD, Sonar;
e Monyne Ayaur;

Jis atoro Heodoxomumo B OKD co3gate mpoekt hyperion ¢ HeoOXOoAMMBIMU

KBOTaMH, B KOTOPOM OyAyT pa3BepHYThl KOMIIOHEHTHI.

W3 npenocTaBieHHOro0 IUCTPUOYTHBA HEOOXOAMMO 3arpy3UTh CIIEIYIOLINE

o6pa3sl B Nexus:

e audit_back 1 0 9.tar (Moaynp ayaur);

e front vO 1 Ol.tar (ITopran pa3paboTunka);

e int _argocd 1 O 33.tar (MuTerpaunonnsiii cepsuc Argo CD);
e int_gitlab_1 O 88.tar (MuTerpaumonssiii cepsuc Gitlab);

e int_openshift 1 0 124.tar (Murerpaumonnsiii ceperuc OKD);
e int _sonar_1 0 34.tar (MuTerpannoHHbIid cepBrC Sonar);

e portal_back 1 2 144.tar (CepBuc qist moprajia pa3padOTUHKa);



Janee HeoOxoauMo co3aaTh B kommonente Gitlab pemosuropuii portal-infra u
3arpy3uTh B HETO CKPHIITHI Pa3BEPTHIBAHUS, KOTOPHIC XPaHATCS B JAUCTPUOYTHUBE B

nanke “portal-infra”.

B xommnonente ArgoCD Heobxomumo co3marh mpuioxeHwe hyperion co

CIIEAYIOLIUMH ITapaMeTpaMu:
namespace: hyperion

repo url: https://qgit.host/portal-infra.git

path: overlays/prod

cluster: https://kubernetes.default.svc


https://git.host/portal-infra.git

3 PA3BEPTBIBAHUE KOMIIOHEHTOB

3.1 Pa3BeprbiBanue Keycloak

Cnucok JeHCTBHIA, BBINOJHAEMBIX Ha CEpBEpEe, MPEIHA3HAYCHHOM I

pasBepThiBanus Keycloak:

e cosmath (aiin /etc/systemd/system/keycloak.service ¢ mpaBamu 0644 u

COAEPKUMBIM:

[Unit]
Description=Keycloak Server
After=network.target

[Service]
Type=idle
Environment="JAVA_OPTS=-Xms1024m -Xmx20480m -XX:MaxPermSize=768m"

User=keycloak

Group=keycloak

ExecStart=/opt/keycloak/bin/standalone.sh -Djboss.bind.address=0.0.0.0 -
Djboss.http.port=8080 -Djboss.https.port=8443 -
Djava.security.egd=file:/dev/urandom

TimeoutStartSec=600

TimeoutStopSec=600

[Install]
WantedBy=multi-user.target

® BbIIIOJTHUTH CICAYIOINNEC KOMaHIbl U3 KOMaHI[HOﬁ CTPOKMU:

dnf install -y java-1.8.0-openjdk-headless firewalld

firewall-offline-cmd --add-port=8080/tcp

firewall-offline-cmd --add-port=8443/tcp

systemctl enable --now firewalld.service

curl -L https://downloads.jboss.org/keycloak/${sso_version}/keycloak-11.0.2.tar.gz -
0 sso.tar.gz

tar zxf sso.tar.gz

mkdir /opt/keycloak

useradd -d /opt/keycloak -M keycloak

cp -a keycloak-*/* /opt/keycloak/

chown -R keycloak:keycloak /opt/keycloak

rm sso.tar.gz

semanage fcontext -a -t bin_t "/opt/keycloak/bin(/.*)?"

restorecon -r -v /opt/keycloak/bin

sudo -u keycloak /opt/keycloak/bin/add-user-keycloak.sh -r master -u admin -p
${ssoadmin_password}

systemctl enable --now keycloak



sudo -u keycloak /opt/keycloak/bin/kcadm.sh create realms -s realm=hyperion -s
enabled=true --no-config --server http://localhost:8080/auth --realm master --user

admin --password ${ssoadmin_password}
rae ssoadmin_password — naposis aamMuauTpaTopa Keycloak.

e jamee HeoOxomuMo HacTpouTh (emeparuio ¢ LDAP-cepsepom. Ha

npuMepe wuHTerpanuu c¢ FreelPA HeoOxoauMmo ykaszaTh CIIEIYIOIINE

HACTPOWKH:

Vendor: Other

UUID LDAP attribute: ipauniqueid

Connection URL: [dap://ipa-int.dev.hprn.ml

Users DN: cn=users,cn=accounts,dc=ipa,dc=dev,dc=hprn,dc=ml

Bind DN: uid=keycloak,cn=users,cn=accounts,dc=ipa,dc=dev,dc=hprn,dc=ml

Ldap

Mappers

Required Settings
Provider ID
Enabled
Console Display Name
Priority
Import Users
* Edit Mode
Sync Registrations OFF
Vendor
* Username LDAP attribute
* RDN LDAP attribute
* UUID LDAR attribuite paunique

* User Object Classes

* Connection URL dap:/fipa-int.dev. hprr.ey
* Users DN en=users en=accounts de=ipa,de=dev, de=hprn,de=mi
Custom User LDAP Filter
Search Scope One Level v
* Bind Type simple v
* Bind DN Jid=keycloak.cn=users.cn=accounts, dc=ipa.dc=dev.de=hprn,de=r

* Bind Credential

> Advanced Settings

Pucynox 2. I[Ipumep nactpoiiku penepanuu ¢ LDAP-cepepom

® janee HEOOX0aUMO N00aBUTH KiIMEHTHI it uHTerpanuu ¢ OKD, ykazaB

CJICAYIOIINE 3HAUCHMUS:

Client ID: hyperion

Client Protocol: openid-connect
Access Type: confidential
Standard Flow Enabled: On
Valid Redirect URls:



https://git.dev.hprn.ml/*
https://oauth-openshift.apps.okd.dev.hprn.ml/*
https://sonar.apps.okd.dev.hprn.ml/*

Hyperion
Settings Credentials Roles Client Scopes Mappers Scope Revocation Sessions Offline Access Clustering Installation
Client ID hyperion
Name
Description
Enabled E3
Consent Required OFF
Login Theme v
Client Protocol apenid-connsct ¥
Access Type confidentia e

Standard Flow Enabled

Implicit Flow Enabled [s]
Direct Access Grants Enabled m
2]

Service Accounts Enabled

Authorization Enabled OFF
Root URL
*Valid Redirect URIs htips://sonar.apps.ckd.dev.nprn.mli* e

tdev.hprn.ml/

suth-openshift.apps.okd.dev.hprnmif -

T
Base URL
Admin URL
Web Origins -
T

Pucynok 3 Ilpumep nobaBnenus kireHToB s uaTerpanuu ¢ OKD

! Vkazannsie URL HCIOJIB3YIOTCA A1 AEMOHCTPATUBHbBIX ueﬂeﬁ. HpI/I Pa3BEPThIBAHUU Tpe6yeTC${ aKTyajan3anus 10
HCIOJIb3YEMbIX Ha IICJ'IeBOﬁ IIomanke.

Bonee moapoOHO ¢ MHCTPYKLKEH O pa3BepThIBaHUIO U HacTpoiike Keycloak MokHO 03HAKOMHTBCS MO aapecy
https://www.keycloak.org/docs/11.0/server_installation/index.html
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https://git.dev.hprn.ml/
https://oauth-openshift.apps.okd.dev.hprn.ml/*
https://sonar.apps.okd.dev.hprn.ml/*

3.2 PasBeprbiBanue Gitlab

Cnucok JeHCTBHIA, BBINOJHAEMBIX Ha CEpBEpe, MNPEIHA3HAYCHHOM I

passepreiBanus GitLab?:

e cosnath daiin /etc/gitlab/gitlab.rb ¢ mpaBamu 0644 u conepKUMBIM:

external_url "https://${git-domain}'
gitlab_rails['time_zone"] = 'Europe/Moscow’
gitlab_rails['gitlab_email_from"] = '${git-email}’
gitlab rails['gitlab email display name'] = 'Tunepuon'
gitlab_rails['ldap_enabled'] = true
gitlab_rails['ldap_servers'] ={
'main’ => {
'label' => 'LDAP',
‘host' => "${ldap-host},
‘port’ => ${ldap-port},
uid' => "uid’,
‘encryption’ => 'plain’,
‘verify_certificates' => false,
'bind_dn' => '${bind-dn}',
'password' => '${bind-password}',
'base’ => '${ldap-base}’,
‘attributes’ => {
‘username’ => ['uid'],
‘'email' => ['mail'],
‘name’ => 'displayName’,
'first_name' => 'givenName',
'last_name' => 'sn'
}

}
gitlab_rails['backup_path'] = "/var/opt/gitlab/backups/full™

gitlab_rails['backup_keep_time"] = 604800 # 604800s = 7d || 2592000s = 30d
unicorn['worker_processes'] = 2
nginx['client_max_body_size'] = '4096m'
nginx['listen_port'] = 80
nginx['listen_https'] = false
nginx['proxy_set_headers'] = {
"X-Forwarded-Proto™ => "https",
"X-Forwarded-SsI" => "on"
}
nginx['real_ip_header'] = 'X-Forwarded-For
nginx['real_ip_recursive'] = 'on'
prometheus_monitoring[‘'enable’] = true
rae git-domain — nomennoe ums cepsepa Gitlab, git-email — sanexTpoHHBIH aapec, ¢
koToporo cepeep Gitlab Oymer pacceutats yBenomienus, ldap-host — agpec LDAP-

2 Bonee MoApOGHO ¢ MHCTPYKIUEH 110 pa3BePThIBAHMIO U HACTpoiike Gitlab MOXHO 03HAKOMHTBCS 110 axpecy

https://about.gitlab.com/install/#centos-8

11


https://about.gitlab.com/install/#centos-8

cepsepa, ldap-port — mopr LDAP-cepsepa, bind-dn — ldap-ums yueTHoit 3anmcw,
bind-password — naposns yuetHoii 3anucu, ldap-base — 6a3oBebiii punsTp LDAP st
HIOMCKa TTOJIb30BATEIIEH.

BBITIIOJIHUTH CICAYIOIINC KOMAHAbBI U3 KOMaH,Z[HOﬁ CTPOKH:

dnf install -y postfix policycoreutils firewalld

firewall-cmd --permanent --add-service=http

firewall-cmd --permanent --add-service=https

systemctl reload firewalld

systemctl enable --now postfix

curl https://packages.gitlab.com/install/repositories/gitlab/gitlab-ce/script.rpm.sh |
bash

GITLAB_ROOT_PASSWORD=${gitlab_password}
GITLAB_ROOT_EMAIL=${gitlab_email} dnf install -y gitlab-ce

rae gitlab_password — mapons agmunncTpaTopa, gitlab_email — snekrponnslii agpec
aJIMUHHUCTPATOPA.

12



3.3 PaseprbiBanne OKD

Cnucok JeHCTBHIA, BBINOJHAEMBIX Ha CEpBEpE, NPEIHAZHAYEHHOM IS

passepreiBanus OKD?:

e cosmath daitn /root/okd-install/install-config.yaml ¢ npaBamm 0644 wn

COOCPKUMbIM

apiVersion: vl
baseDomain: ${base-domain}
metadata:

name: okd

compute:

- hyperthreading: Enabled
name: worker
replicas: 0

controlPlane:
hyperthreading: Enabled
name: master
replicas: 3

networking:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23
networkType: OpenShiftSDN
serviceNetwork:
-172.30.0.0/16

platform:
none: {}

fips: false

pullSecret: '{"auths":{"fake":{"auth": "bar"}}}'
sshKey: ${public-key}

3 Bosee oApoOHO ¢ MHCTPYKLHUEH 110 pa3BepThiBaHu0 U HacTpoiike OKD M0XHO 03HAKOMHUTBCS 11O aJpecy
https://docs.okd.io/latest/installing/installing _bare metal/installing-bare-metal.html

13


https://docs.okd.io/latest/installing/installing_bare_metal/installing-bare-metal.html

riae base-domain — 6a3oBerit fomen kiaactepa OKD, public-key — oTkpbIThIit ssh-kimrou
JUIs jocTyna K cepBepam kiaactepa OKD.

BBIITOJIHUTH B KOMaHI[HOfI CTPOKC:

curl -L https://github.com/openshift/okd/releases/download/4.6.0-0.0kd-2020-12-12-
135354/openshift-client-linux-4.6.0-0.0kd-2020-12-12-135354.tar.gz -o client.tar.gz

curl -L https://github.com/openshift/okd/releases/download/4.6.0-0.0kd-2020-12-12-
135354/openshift-install-linux-4.6.0-0.0kd-2020-12-12-135354.tar.gz -o install.tar.gz

cat *.tar.gz | tar zxf - -i -C /root

rm *.tar.gz

cp /root/oc /usr/local/bin/

/root/openshift-install create manifests --dir=/root/okd-install/

sed -i ‘'s/mastersSchedulable: true/mastersSchedulable: False/* /root/okd-
install/manifests/cluster-scheduler-02-config.yml

/root/openshift-install create ignition-configs --dir=/root/okd-install/

cd /root/okd-install/ && /usr/libexec/platform-python -m http.server 8000 &
mkdir /root/.kube

cp /root/okd-install/auth/kubeconfig /root/.kube/config

export KUBECONFIG=/root/okd-install/auth/kubeconfig

/root/openshift-install wait-for bootstrap-complete --dir /root/okd-install/ --log-level
debug

source <(oc completion bash)

oc completion bash > /root/.kube/completion.bash.inc
printf "'

# Kubectl shell completion

source '/root// .kube/completion.bash.inc'

" >> [root/.bash_profile

/root/openshift-install wait-for install-complete --dir /root/okd-install/ --log-level
debug

nanee HeoOxomuMo HacTpouTh uHTerpamuio ¢ Keycloak. Ins storo
HYy)kHO co3marh Custom Resource ¢ omnucaHueMm MpoBaiiaepa

ayTCHTU(PUKAIINH:

apiVersion: config.openshift.io/vl
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- mappingMethod: claim
name: openid
openlD:
ca:

14



name: ca-config-map

claims:
email:
- email
name:
- name

clientlD: hyperion

clientSecret:
name: keycloak

extraAuthorizeParameters:
include_granted_scopes: "true"

extraScopes: []

issuer: https://KEYCLOAK_HOST/auth/realms/hyperion

type: OpeniD
rne KEYCLOAK_HOST - anpec cepsepa Keycloak.

15



3.4 PaszBeprTbiBaHmne Sonarqube
Jliis pa3septeiBanus Sonarqube 8 OKD HeoOxoauMo co3maTh MpoekT hyperion-

sonarqube ¢ HeoOX0IMMBIMHI KBOTaMH, B KOTOPOM CO3/1aTh CIIEAYIOMINE OOBEKTHI:

e PVC mns CYBJ] Postgresql:

kind: PersistentVolumeClaim
apiVersion: v1
metadata:
name: postgresql
namespace: hyperion-sonarqube
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 50Gi
storageClassName: rook-ceph-block
volumeMode: Filesystem

e PVC nns Sonarqube:

kind: PersistentVolumeClaim
apiVersion: v1
metadata:
name: sonar-conf
namespace: hyperion-sonarqube
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: rook-ceph-block
volumeMode: Filesystem
kind: PersistentVolumeClaim
apiVersion: v1
metadata:
name: sonar-data
namespace: hyperion-sonarqube
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 10Gi
storageClassName: rook-ceph-block

16



volumeMode: Filesystem
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: sonar-extensions
namespace: hyperion-sonarqube
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: rook-ceph-block
volumeMode: Filesystem
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: sonar-logs
namespace: hyperion-sonarqube
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 5Gi
storageClassName: rook-ceph-block
volumeMode: Filesystem

Deployment CYB]] Postgresql:

kind: Deployment
apiVersion: apps/vl
metadata:
name: postgresql
namespace: hyperion-sonarqube
spec:
replicas: 1
selector:
matchLabels:
name: postgresql
template:
metadata:
labels:
name: postgresql
spec:
volumes:
- name: postgresgl-data
persistentVolumeClaim:

17



claimName: postgresql
containers:
- resources:
limits:
cpu: 500m
memory: 512Mi
requests:
cpu: 500m
memory: 512Mi
readinessProbe:
exec:
command:

- lusr/libexec/check-container
initialDelaySeconds: 5
timeoutSeconds: 1
periodSeconds: 10
successThreshold: 1
failureThreshold: 3

name: postgresql
livenessProbe:
exec:
command:

- lusr/libexec/check-container

- "--live'
initialDelaySeconds: 120
timeoutSeconds: 10
periodSeconds: 10
successThreshold: 1
failureThreshold: 3
env:

- name: POSTGRESQL_USER
valueFrom:
secretKeyRef:
name: postgresql
key: database-user
- name: POSTGRESQL_PASSWORD
valueFrom:
secretKeyRef:
name: postgresql
key: database-password
- name: POSTGRESQL_DATABASE
valueFrom:
secretKeyRef:
name: postgresql
key: database-name
ports:
- containerPort: 5432

protocol: TCP
imagePullPolicy: IfNotPresent
volumeMounts:

18



- name: postgresql-data
mountPath: /var/lib/pgsgl/data
terminationMessagePolicy: File
image: ‘docker.io/library/postgres:12'
restartPolicy: Always
strategy:
type: Recreate
revisionHistoryLimit: 2

e Deployment Sonarqube:

kind: Deployment
apiVersion: apps/vl
metadata:
name: sonarqube
namespace: hyperion-sonarqube
Spec:
replicas: 1
selector:
matchLabels:
app: sonarqube
template:
metadata:
labels:
app: sonarqube
spec:
volumes:
- name: conf
persistentVolumeClaim:
claimName: sonar-conf
- name: data
persistentVolumeClaim:
claimName: sonar-data
- name: logs
persistentVolumeClaim:
claimName: sonar-logs
- name: extensions
persistentVolumeClaim:
claimName: sonar-extensions
containers:
- resources:
limits:
cpu: '2'
memory: 8Gi
requests:
cpu: '2'
memory: 8Gi
name: sonarqube
env:
- name: SONARQUBE_JDBC_URL

19



value: 'jdbc:postgresql://postgresqgl/sonarqube
- name: SONARQUBE_JDBC_USERNAME
valueFrom:
secretKeyRef:
name: postgresql
key: database-user
- name: SONARQUBE_JDBC_PASSWORD
valueFrom:
secretKeyRef:
name: postgresql
key: database-password
ports:
- containerPort: 9000
protocol: TCP
imagePullPolicy: Always
volumeMounts:
- name: conf
mountPath: opt/sonarqube/conf
- name: data
mountPath: opt/sonarqube/data
- name: logs
mountPath: opt/sonarqube/logs
- name: extensions
mountPath: opt/sonarqube/extensions
image: ‘docker.io/porscheinformatik/sonarqube:8'
restartPolicy: Always
strategy:
type: Recreate
revisionHistoryLimit: 2

I[anee HCO6XOI[I/IMO IMPOU3BCCTH CICAYIOIMMUEC IIaru:
e na ctpanune https://SONAR_HOST/admin/marketplace neoOxomumo

ycranouth miarud "OpenlD Connect Authentication for SonarQube" u

nepe3anycTuTh cepeep Sonarqube;

® Jajee HEO00XO0IUMO nepenTu B OCHOBHBIE HACTPOUKH

https://SONAR_HOST/admin/settings u yka3aTth clieayIoIe 3HaYeHHU:

sonar.core.serverBaseURL = https:// SONAR_HOST
® janee He0OXOAMMO NEPEHTH B HACTPONUKH ayTEHTU(UKAITUN
https://SONAR_HOST/admin/settings?category=security u HacTpouTh
uHTerpaiuio ¢ keycloak:
o sonar.auth.oidc.enabled = true

o  sonar.auth.oidc.issuerUri =
https://KEYCLOAK_HOST/auth/realms/hyperion
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sonar.auth.oidc.clientld.secured = hyperion
sonar.auth.oidc.clientSecret.secured = SECRET
sonar.auth.oidc.scopes = openid email profile
sonar.auth.oidc.allowUsersToSignUp = true
sonar.auth.oidc.groupsSync = true
sonar.auth.oidc.loginButtonText = ['uniepuon

O 0O O O O O

rnie SECRET - cekper «wmmenta hyperion B  Keycloak,
KEYCLOAK HOST - anpec cepepa Keycloak, SONAR_HOST -

azpec cepBepa Sonarqube.

3.5 Pa3BeprbiBanue Nexus

Jns pa3BepteiBanust Nexus B OKD Heo0XoauMo 100aBUTh COOTBETCTBYIOITUIN

oneparop Nexus Operator?,

Jlailee HE0OXOIMMO CO3/1aTh MPOEKT hyperion-nexus c¢ HeoOXOIUMBIMH

KBOTaMH, B KOTOpBIﬁ I[O6aBI/ITI> OK3CMILIAP Nexus CJICAYIOIICTIO BUAA:

apiVersion: apps.m88i.io/vlalphal
kind: Nexus
metadata:
name: nexus3
namespace: hyperion-nexus
spec:
serviceAccountName: nexus3
resources:
limits:
cpu: '2'
memory: 2Gi
requests:
cpu: '2'
memory: 2Gi
readinessProbe:
failureThreshold: 3
initialDelaySeconds: 240
periodSeconds: 10
successThreshold: 1
timeoutSeconds: 15
livenessProbe:
failureThreshold: 3
initialDelaySeconds: 240
periodSeconds: 10
successThreshold: 1

4 JononHuTenpHbIe HHCTPYKLIK TOCTYMHBI IO aapecy - https://github.com/m88i/nexus-
operator/blob/main/README.md

21


https://github.com/m88i/nexus-operator/blob/main/README.md
https://github.com/m88i/nexus-operator/blob/main/README.md

timeoutSeconds: 15
serverOperations: {}
imagePullPolicy: Always
automaticUpdate:

disabled: true

minorVersion: 28
networking:

exposeAs: Route

tls: {}
image: docker.io/sonatype/nexus:3
replicas: 1
persistence:

persistent: true

storageClass: rook-ceph-block

volumeSize: 100Gi

3.6 Pa3BeprbiBanue ArgoCD
Hns paseptbiBanus ArgoCD B OKD  HeoOxomuMo — 100aBUTH

cooTBeTcTBYIOIMIA onepatop ArgoCD Operator.

Jlalee HEoOXOoaMMO co3maTh MpoekT hyperion-argocd ¢ HEOOXOIUMBIMH

KBOTaMH, B KOTOPBI 100aBUTH 3Kk3eMIuissp ArgoCD crienyroiero Buja:

apiVersion: argoproj.io/vlalphal
kind: ArgoCD
metadata:
name: argocd
namespace: hyperion-argocd
spec:
kustomizeBuildOptions: --load_restrictor none
oidcConfig: |
name: Keycloak
issuer: https://keycloak.host/auth/realms/hyperion
clientlD: argocd
clientSecret: clientSecret
requestedScopes: ["openid”, "profile”, "email”, "groups"]
applicationinstanceLabelKey: argocd.argoproj.io/instance
dex:
openShiftOAuth: true
grafana:
enabled: true
prometheus:
enabled: true
rbac:
policy: |
g, system:authenticated, role:admin
g, root, role:admin
g, ArgoCDAdmins, role:admin
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repositoryCredentials: |

- url: https://git.host
passwordSecret:
name: git-secret
key: password
usernameSecret:
name: git-secret
key: username
server:
host: argocd.host
insecure: true
route:
enabled: true
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